NHOOPMALIMOHHASA ITAMATKA JJIA
OBYYAIOIUXCA JJIA PASMEIEHUA HA
OPUIHNAJIBHBIX THTEPHET-PECYPCAX

C KaxIpIM TOJOM MOJIOACKH B WHTEPHETE CTAHOBHUTHCS OOJbIe, a
IIKOJIbHUKU OJIHM W3 CaMbIX AaKTHBHBIX IMOJb30oBaTtenen Pynera. Mexny tewm,
MIOMHUMO OTPOMHOTO KOJHUYECTBA BO3MOKHOCTEH, MHTEPHET HECET M MPOOJIEMBI.
Dra nDamMgTKa JOJDKHA IOMOYbh Tebe Oe30macHO HaxOOUThCS B CETH.
KomnerorepHsie BUPyCHI

KoMnbOTEepHBIH BHPYC - 3TO Pa3HOBUJHOCTb KOMIIBIOTEPHBIX NPOTPaMM,
OTINYUTEIHLHOW OCOOCHHOCTHIO KOTOPOM SIBISIETCSI CIOCOOHOCTDh K PAa3MHOKEHHIO.
B nomnonHeHue K 3T0My, BUPYChl MOTYT MOBPEAUTH MM MOJHOCTBIO YHUUYTOXKHUTh
Bce (pailsibl U JaHHbBIE, TOJAKOHTPOJIbHBIE MOIH30BATENI0, OT UMEHU KOTOPOTO Oblia
3alylieHa 3apa)kK€HHas NporpaMMa, a TakKe MOBPEAUTh WM AaXe YHHUYTOXHTh
OTIEPAlIMOHHYIO CUCTEMY CO BceMu (aiiylaMu B 11eJ0M. B OONBIIMHCTBE ClydyaeB
pPacupoCTPaHAIOTCS BUPYChI UEPE3 NHTEPHET.

MCTOI[LI 3alIUTBI OT BpEAOHOCHBIX ITPOI'paMM:

1. Ucnonb3yit coBpeMeHHbIE ONIEPAIMOHHBIE CUCTEMbI, UMEIOIINE CEPhE3HBIN
YPOBEHb 3alIUTHI OT BPEJOHOCHBIX MPOTPaMM;

2. IlocrossHHO ycraHaBnuBail mautu (UU(pPOBBIE 3aIIATKH, KOTOpPBIE
ABTOMATUYECKH YCTAaHABIMBAIOTCS C IIEJIbIO JAOPA0OTKU MpOrpamMMbl) U ApPyTHe
OOHOBJNIEHUSI CBOEH ornepanuoHHOW cucteMbl. CkauyuBaili UX TOJNBKO C
opunmanpHoro caWrta paspadorunka OC. Eciau  cyuiecTByeT — pexum
aBTOMATUYECKOTO OOHOBJIEHUS, BKIIIOUH €T0;

3. PabGoraii Ha cBOeM KOMIIBIOTEPEC 11O IIpaBaMH IIOJIb30BATCIIA, a HE
AJIMHUHUCTPATOPA. DTO HE MNO3BOJUT 60J'II>IIII/IHCTBy BPC€AOHOCHBIX IIpOI'paMM
HHCTAJUIMPOBATHLCA HAa TBOCM IICPCOHAIBHOM KOMIIBKOTCPE,

4. Hcnonp3ydl aHTUBUPYCHBIE IPOrpaMMHBIE MPOAYKTBI  M3BECTHBIX
IPOU3BOAUTENEH, C aBTOMAaTHUECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub HU3HUECKUN JOCTYN K KOMIIBIOTEPY sl IOCTOPOHHUX JIUIL;

6. Ucnonb3yii BHEIIHUE HOCUTEIM MHGPOpMAIUH, Takue Kak (hielmika, TUCK
wiH (paiin U3 UHTEpHETAa, TOJIBKO U3 MPOBEPEHHBIX HCTOYHHUKOB;

7. He oOTKpbIBail KOMIBIOTEpHBIC (DAMIIbI, MOJYUYCHHBIE W3 HEHAJCKHBIX
UCTOYHUKOB. [laxxe Te ¢aiisibl, KOTOpble TpUCIal TBOW 3HAKOMBIN. Jlydlle yTouHH
y HETO, OTTIPABIISI JIU OH TeOe UX.



Cern WI-FI

Wi-Fi - 310 He BUA nepenaun JaHHBIX, HE TEXHOJOIHs, a BCETO JHIIb OpeH,
Mapka. Eme B 1991 romy HuaepnaHickas KOMIAHHUS 3aperHCTpUpoBana OpeH.
"WECA", uro o6o3Hauano ciaoBocoueranue "Wireless Fidelity", xotopsrit
NepeBOIUTCS Kak "0ecripOBOAHAS TOUHOCTD'.

Jlo Haimero BpeMeHHM JAomuia apyras a00peBHarypa, KOTOpas SIBISIETCS TaKOW ke
TexHojorueit. Ito adbopesuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C HAMEKOM
Ha CTaHJIApT BbICIIed 3BykoBOM TexHuku Hi-Fi, uro B mepeBome o3Havaer
"BBICOKAsi TOYHOCTD .

Jla, OecraTHBIA WHTEPHET-IOCTYI B Kade, OTesIX U adporopTax SBISETCS
OTJIMYHON BO3MOXKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE SKCIepThl CUHTAIOT,
gyT0 obmenoctynubie Wi-Fi cetn He SBISIFOTCS O€30TTaCHBIMH.

CoeTtbl 110 0€30macHOCTH pabOTHI B 00IIETOCTYIHBIX ceTsax Wi-fi:

1. He mepenasaii cBoro nmuuHyr0 wHGOpMAIHIO yepe3 oomenoctymapie Wi-Fi
cetu. PaboTast B HUX, JKeaTeIbHO HE BBOJAUTH MAPOJIH JOCTYIIA, JIOTHHBI M KaKHE-
TO HOMEDPA;

2. Ucnonp3yit 1 OOHOBIISI aHTUBHPYCHBIE TIporpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIb ce0st OT 3aKaUKH BUPYCa HA TBOE YCTPOMCTRBO;

3. IIpu ucnonb3oBanuu Wi-Fi otkmoun ¢pynkuuio "O06muit JocTym K ¢aitinam
u npuntepam”. JlanHas (YHKIMS 3aKpbiTa [0 YMOJTYaHHIO, OJHAKO HEKOTOPHIE
M0JIH30BATENM AKTUBUPYIOT €€ AJIsl yA00CTBa NCIIOIb30BaHUs B paboTe Ui yueoe;

4. He wucnonws3yit nyonuuaeii WI-FI i mepemauum JIWUYHBIX JTaHHBIX,
Hanpumep ISl BIX0JA B COLIMATIbHBIE CETH WJIM B DJIEKTPOHHYIO TTOYTY;

5. Mcnonb3yi TosibKO 3amuiineHHoe coenunenune yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-aapeca BBOAM UMEHHO "https://";

6. B moOunbHOM Tenedone ortkmoun GyHkiuoo "llogkmoyenue k Wi-Fi
aBToMmatnuecku'". He nomyckail aBTOMaTM4ECKOro MOAKIIOUEHHUS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormiacusi.



ConuajgbHbIE CEeTH

CoumayibHbI€ CETH aKTUBHO BXOJST B HAIIly )KW3Hb, MHOTHE JIIOJIU pabOTaIOT U
KUBYT TaM MOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MHJUIHAP] YEJIOBEK,
YTO SIBJISIETCS OJJHOM CeIbMOM BCEX JKHUTEIeH mjIaHeThbl. MHOTHE MOJIL30BATEIN HE
MOHUMAIOT, YTO HMHGOpPMAIKs, pa3MEIIeHHass UMH B COLMAIbHBIX CETAX, MOXKET
OBbITh HaWJEHAa M HCIOJb30BaHA KEM YTOJHO, B TOM 4YHCJE HE 00s3aTeIbHO C
OJaruMu HaMepEeHHUSIMH.

OCHOBHBIE COBETHI IO 0€30ITACHOCTHU B COLIMAJIBHBIX CETAX:

1. Orpanuub cOUCOK Apy3eil. Y TeOs B APYy3bsSX HE JOJHKHO OBITH CITydalHBIX
1 HE3HAKOMBIX JIIOJICH;

3ammumiail cBOI YacTHYIO ku3Hb. He ykasbiBaii mapomu, TenedoHsl, aapeca, naTy
TBOETO POXKJICHUS U JAPYTyl0 JWYHYIO HH(POpMAIHIO. 3JI0YMBIIUIEHHUKH MOTYT
MCIIOJIb30BaTh JaXke MH(OPMALMIO O TOM, KaK Thl U TBOU POAUTEIH IJIAHUPYETE
IIPOBECTH KAHUKYJIBL;

1. 3ammiait cBOIO pemyTaIuio - Iep>K1 €€ B YUCTOTE U 3ajaBail cebe Bompoc:
XoTen Obl Thl, YTOOBI JPYrHe IOJB30BAaTEIM BHJIEIM, 4YTO Thl 3arpyxaeciib?
[Tomymaii, mpeskie 4eM 4TO-TO OIMyOJIMKOBATh, HATIMCATh U 3arPy3UTh;

2. Ecan Tl TOBOpUIIB C JIIOJIBMU, KOTOPHIX HE 3HACIIb, HE HCIOJIb3YH CBOE
pealbHOE UMS U APYTYI0 JTUYHYI0 MHPOPMAIMHU: UM, MECTO KUTEIbCTBA, MECTO
yueObl U IpoUee;

3. U36erait pazmemnienus ¢otorpaduii B MHTEpHETE, T/ THI M300paxkeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIPEICIUTh TBOE MECTOTIOIOKCHHUE;

4. Tlpm peructpanmyi B COIHMAIBHONH CETH HEOOXOIUMO UCIOJIb30BAThH
CJIO’KHBIE MapOJIH, COCTOSIINE U3 OyKB U IIUGP U C KOJTUIECTBOM 3HAKOB HE MEHEE
8;

5. Hdna couuanbHOM CeTH, TMOYTHI M JAPYTUX CaWTOB HEOOXOIMMO
MCIIOJIb30BaTh pa3Hble Mmapoiu. Toraa eciau Teds B3JIOMAIOT, TO 3J10YMBIIUICHHUKA
NOJIy4yaT JOCTYII TOJIBKO K OJTHOMY MECTY, @ HE BO BCE CPa3y.



JJIeKTPOHHBIE IeHbIH

DJEeKTpPOHHBIE ACHBIM - 3TO OYEHb YNOOHBIM CrmOco0 IuIaTexeil, OIHaKO
CYILLIECTBYIOT MOUIEHHUKH, KOTOPBIE€ XOTAT MOJTYYUTh 3TH JIEHBIU.

SHCKTPOHHLIC ACHBI'N ITOABUIINCH COBCEM HCAABHO M MMCHHO H3-3a 3TOT'O BO
MHOTHX IrocyaapCTBax A0 CHUX IIOP HC ITPOIIHUCAHO IIPO HUX B 3daKOHAx.

B Poccun sxe oHM (DYHKITMOHHPYIOT U O HUX YK€ IIPOIHMCAHO B 3aKOHE, TJIe UX
pa3zesaoT Ha HECKOJIBKO BHJIOB - aHOHUMHBIC M HE aHOHMMHBIC. Pa3Huiia B TOM,
YTO aHOHHWMHBIE - 3TO T€, B KOTOPBIX pa3pelraeTcs MPOBOAWTH ONepanuu 0e3
UACHTU(UKAIINY T0JIH30BaTENIsA, a B HCAHOHUMHBIX HUIACHTHU(UKAIUS T0JIb30BaTElIs
SIBIISIETCS 00SA3aTEIHLHOM.

Taxke cnemyeT pas3nuyaTth OdJIEKTPOHHbIE (UATHBIE JEHbIH (paBHBI
rOCy/IapCTBEHHBIM BaJllOTaM) W JJIEKTPOHHbIE HE(HUATHbIE ACHBIU (HE pPaBHBI
rocyJapCTBEHHBIM BAIIOTaM).

OcHOBHEBIE COBETHI IO OE30TIaCHOM pa60Te C DJICKTPOHHBIMU JACHLIaMU:

1. IlpuBspku K cyeTy MOOMIIBHBIN TenedoH. ITO caMmblil yIOOHBIN U OBICTPBIN
croco® BOCCTaHOBUTH AOCTyN K cueTy. [IpuBsi3aHHbIl TenedoH MOMOXKET, eciu
3a0yzenib CBOM IUIATEKHBIM Mapojb WM 3aifJilelllb Ha CAalT € HE3HAKOMOIO
YCTPOWCTBA,;

2. Wcnonb3yit omHopa3zoBble mnapoiu. Ilocie mnepexola Ha YCUIIEHHYIO
aBTOpHU3alMIi0 TeOe yxe He OyAeT yrpoXkarb OMACHOCTh KpPakKM WJIM IMepexBara
IUIATEKHOTO MAPOJIs;

3. Boibepu cnoxHblii maponb. IIpectynHukam Oyzaer He MPOCTO yraaaTh
CJIOKHBIN mapoiib. HagexxHble mapoiu - 3T0 Mapoju, KOTOpbIe COAepKaT HE MEHee
8 3HaKOB U BKJIIOYAIOT B ¢€0s1 CTPOYHBIE U MPOMUCHBIE OYKBBI, IU(PPHI U HECKOIBKO
CUMBOJIOB, TakuMe€ KaK 3HAaK Jojuiapa, (yHTa, BOCKIHUIATENbHBIM 3HAK H T.II
Hanpuwmep, $tROng!;;

4. He BBOJIM CBOM JTMYHBIE TaHHBIE HA CaliTax, KOTOPHIM HE IOBEPSCIIb.



JIEKTPOHHASI I0YTAa

DNEeKTpOHHAs TMOYTa - 3TO TEXHOJOTHS U MPEIOCTABIAEMbIE €10 YCIyTH IO
MEPECHUTKE U MOIYYSHUIO SJIEKTPOHHBIX COOOIICHH, KOTOPhIE PACIPEESIOTCS B
KOMITBIOTEpHOU ceTu. (OOBIYHO DSJIEKTPOHHBIA TMOYTOBBIA SAMIUK  BBITJISAUT
CIEMYIONUM 00pa3oM: UMS_TOJL30BaTENA(@WUMS_ToMeHa. Takke Kpome mepeaadn
MPOCTOr0 TEKCTa, UMEETCS BO3MOKHOCTh IIepeiaBaTh (PaiJibl.

OcCHOBHBIE COBETHI IO 0€30MacCHOM padOTE C IIEKTPOHHOU MOYTOM:

1. Hamo BbIOpaTh mpaBWIbHBIM TOYTOBBIA CEepBUC. B wuHTEpHETE ecCTh
OTPOMHBIN BBIOOpP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JyYIlle JOBEPATH TEM,
KOTO 3HAElIb U KTO NEPBbIA B PEUTUHIE;

2. He ykaspiBail B TMUHOM TMOYTe NUYHYIO MHpopmaruio. Hampumep, myure
BbIOpaTh "My3bIKanbHbIN  (panat@" wiu "pox2013" BmecTo "Temal3";

3. Wcnonb3yil JBYXATAlHYIO aBTOpU3AIMIO. DTO KOI/a MOMHUMO MapoJs
HY>KHO BBOJUTH KOJI, MpUChUIaeMblii o SMS;

4. BeiOepu cnoxHbIN mapob. JIJisi KaKI0TO TOYTOBOTO SIIIUKA JTOJDKEH OBITH
CBOM HAJIC)KHBIN, YCTOMYMBBIN K B3JIOMY apOJb;

5. Ecim ecTb BO3MOXHOCTH HamucaTb CaMOMYy CBOM JIMYHBIA BOIIPOC,
WCIIOJIB3YH 3TY BO3MOKHOCTB;

6. Mcnonb3yii HECKOJIBKO TMOYTOBBIX SIIUKOB. [lepBbld it  4acTHOM
MEPEIUCKU C aJpecaTaMH, KOTOPHIM Thl JIOBEpSCIllb. DTO IEKTPOHHBIN aJipec He
HaJI0 UCIOJIH30BaTh MPH perucTpanuu Ha GopyMax U caiTax;

7. He otkpeiBaii (ailyibl U Apyrve BIOKEHHUS B MHUChMAaX, JaXe €CIU OHH
OPUIIUIA OT TBOMX JApy3el. Jlydille yTOYHM y HHMX, OTIPABISUIM JU OHU TeOe ITH
Gaitnbr;

8. Ilocne okoHYaHWsi pabOTHl HA IOYTOBOM CEPBUCE TMEpea 3aKpbITHUEM
BKJIAJIKHM C CAUTOM He 3a0y/1b Ha)KaTh Ha "BeiidT".



Ku0epOyaimHr uim BUPTyaJbHOE U31€BATEIHLCTBO

KubepOymmmar -  mpecieoBaHUE  COOOIICHHUSIMH,  COZAEPKAIUMU
ockopOJieHus, arpeccuio, 3aIyTUBaHNUE; XYyJUTAHCTBO; COIMAITBHOE
OOHMKOTHPOBAHUE C MTOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcCHOBHBIE COBETHI 110 0OpHOE ¢ KHOEPOYIITMHTOM:

1. He Opocaiicst B 60ii. Jlyummii crioco0: MOCOBETOBATHCS KaK ceOsl BECTH W,
€ClIi HEeT TOTO, K KOMY MOKHO OOpaTUThCs, TO BHaudaje ycrnokoutbcs. Ecmu T
HAYHEIIb OTBEYaTh OCKOPOJICHUSIMU Ha OCKOpOJIEHHUS, TO TOJBKO eIle OOJblie
Pa3oKenIb KOHMIHKT;

2. Ymupasisii cBoel kubeppemnyTranuei;

3. AHOHUMHOCTh B ceTd MHHMas. CyIIeCTBYIOT CIOCOOBI BBISICHUTH, KTO
CTOWT 332 aHOHHUMHBIM aKKayHTOM;

4. He ctout BecTH XYJIUTAaHCKUN 00pa3 BUPTyaJlbHOM >Xu3HHM. MHTepHer
buKcUpyeT BCe TBOM JEHCTBUS W COXpaHSeT MX. YJaIUTh UX OyAeT KpaiHe
3aTPYIHUTEIBHO;

5. Cobironaii CBOIO BUPTYaIbHYIO YECTh CMOJIOY;

6. Urnopupyii  enuuuyHblii  HeratuB. OJHOpa3oBble  OCKOPOUTENIbHbBIE
cooOuIeHust Jiydiie UrHopupoBatb. OOBIYHO arpeccusi MpeKpalaeTcss Ha
HaYyaJbHOU CTaUU;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIICHHUSIMH, B
COIMANBHBIX CETSIX €CTh BO3MOXXHOCTH OJIOKHPOBKH OTIPAaBKH COOOIIEHUN C
OTIpe/IeNICHHBIX a/IPECOB;

8. Ecnu ThI cBuaeTenbs kuOepOysuMHra. TBOM EUCTBUS: BBICTYNHUTH MPOTUB
npeciieoBaTeNsl, MOKa3aTb €My, UYTO €ro JEWCTBUS OLIEHUBAIOTCS HEraTUBHO,
NOJAJIePKaTh JKEPTBY, KOTOPOW HYy)KHA TIICHXOJIOTHYECKas MOMOIb, COOOIIUTH
B3pOCJIBIM O (haKTe arpeCCUBHOTO MOBEACHUS B CETH.

MoOuabHbIi TesieoH

CoBpeMeHHbIe cMapTQOHbBI U TUIAHILIETHI COJIEPKAaT B ceOe BIOJHE B3POCIHbIN
(GyHKUIMOHAT, U Temepb OHM MOTYT KOHKYpUpPOBaTh CO CTallMOHAPHBIMU
KoMIibtoTepamMu. OJIHAKO, CPEACTB 3ALIUTHI ISl MOJOOHBIX YCTPONUCTB MOKA OYEHb
Maso. TecTupoBaHue U MOUCK YSI3BUMOCTEN B HUX MPOUCXOUT HE TaK



uHTEeHCUBHO, Kak 1iis [1K, To ske camoe kacaeTcst 1 MOOMITBHBIX TIPHIIOKEHUH.

CoBpeMeHHbBIE MOOWIIBHBIE Opay3ephl y)Ke TPAKTHYCSCKH JTOTHAIM HACTOJIbHBIC
aHAJIOTH, OJHAKO pacmupeHue ¢GyHKIHOHATA BJIEYET 3a CO00H OOJBIIYIO
CJIOXKHOCTh M MCHBIITYFO 3aIUIIEHHOCTb.

Jlaneko He BCce MNPOM3BOAMTENN BBIMYCKAIOT OOHOBJICHHSA, 3aKPBIBAIOIINE
KPUTUYECKHUE YA3BUMOCTH JIJIsl CBOUX YCTPOUCTB.

OCHOBHBIE COBETBI JJIA 0e3011acCHOCTH MOOHMJIBHOT'O TCJ'IC(I)OH&Z

Hudero He sBusercs IMO-HACTOAIICMY OecIIaTHBIM. By,Z[B OCTOpPOKCH, BCIb
Koraa Tebe nmpeajaararoT OecCIIaTHBIN KOHTCHT, B HEM MOTI'YT OBITH CKPBITbI KaKHEC-
TO IINIATHBIC YCIIYTH;

Hywmaii, npexe yem oTnpaButh SMS, ¢oTo uiam Buaco. Thl TOUHO 3HACIID,
r7ie OHU OYIyT B KOHEYHOM UTOTE?

Heo6xoaumo 0OHOBIIATH ONEPAIMOHHYIO CUCTEMY TBOEro cMapThoHa;
Hcnonb3yit aHTUBUPYCHBIE TPOrPAMMBI JIJIsI MOOMIIBHBIX TEIe()OHOB;

He 3arpyxaii npwioxeHuss OT HEU3BECTHOTO WCTOYHHUKA, BEAb OHH MOTYT
coJiepKaTh BPEIOHOCHOE MPOTPaMMHOE 00eCIIeYEHUE;

[Tocre TOro kak Thl BBIHACHIb C CaifTa, € BBOAWI JUUYHYIO HH(OpPMAIHIO,
3aiiIi B HACTPOUKHM Opay3epa u ynamu cookies;

[lepuonuuecku nmpoBepsiii, Kakue IJIaTHbIE YCIyTd aKTUBUPOBAHBI HA TBOEM
HOMEDE;

JlaBaii cBOMl HOMEp MOOUJBLHOTO TeleOHA TOJIBKO JIOJSM, KOTOPBIX ThI
3Haelllb U KOMY JIOBEpSEIlIb;

Bluetooth momkeH OBITH BBIKITIOUEH, KOTJa Thl UM HE MOJb3yembcs. He
3a0bIBail MHOTIa TIPOBEPSTH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPHI - 3TO KPaCOYHBIC, 3aXBaThIBAIOIIUE Pa3BICUCHHS,
OOBEIUHSIONINEG COTHH THICSAY 4YEJIOBEK IO BceMy MHpY. MIpokm HCCIemyroT
JAQHHBI UM MHp, OOIIAFOTCS JIPYT C JPYroM, BBITTONHSIOT 3aJaHUS, CPAKAOTCS C
MOHCTPAMH M TIOJyYarOT OMBIT. 32 YJOBOJIBCTBHUE OHH IUIATST: TMOKYIAIOT IUCK,
OTUTAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKHE-TO OTIIIHH.

Bce st cpeacTtBa UAYT HA MOAACPKAHNUC U PA3BUTHUC UT'PHI, 4 TAKIKC Ha CaMy



0€30IacCHOCTh: COBEPILIEHCTBYIOTCSI CHCTEMbI aBTOPU3AllMHU, BBITYCKAIOTCS HOBBIC
naTud (UQPOBbIe 3aIaTKU 1JI IPOrPaMM), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nomo6HBIX UTpax CTOUT OMacaThCs HE CTOIBKO CBOMX COMEPHUKOB, CKOJIBKO
KpaXXy TBOETO MapoJisi, HA KOTOPOM OCHOBaHA CHCTEMa aBTOPHU3AIUU OOJIBITMHCTBA
urp.

OcHOBHBIE COBETHI 10 0€30IaCHOCTH TBOETO HUI'POBOI'0 aKKAyHTa:

1. Ecnu npyroit urpok BeneT cels MIoXo Wiu co3laeT Tede HEMpPUATHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. Toxamyiics aiIMUHUCTPATOPaM UTPhI HA IUI0XOE MOBEIEHUE ITOT0 UTPOKa,
YKETATEIbHO MPUJIOKUTh KAKUE-TO JI0Ka3aTeNIbCTBA B BUJIE CKPUHOB;

3. He yka3piBait nuuHy0 nH)OpMaIKio B podaiisie Urphi;
4. VYBaxail Ipyrux y4aCTHUKOB IO UTPE;
5. He ycranaBnuBaii HeoUIIUMAIBbHBIC TATYU U MO/IBI;

6. Hcnonw3yi cloxHbIe U pa3Hble TapOJIu;

7. Hdaxe BO BpeMsl UTPbl HE CTOUT OTKJIKOYaTh aHTUBUpPYC. [Toka Thl urpaeuis,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

OUIIHHT WA Kpaika JINYHBIX JaHHbIX

OOBIYHOM KpaXkell TeHeT U JOKYMEHTOB CETOHS YK€ HUKOTO HE y/IUBHIIb, HO
C Ppa3BUTUEM HWHTEPHET-TEXHOJOTUN 3JOYMBIIIJICHHUKH TEPEMECTUINCh B
WHTEPHET, U MPOJA0JIKAIOT 3aHUMAThCA "THOOUMBIM" JIETIOM.

Tak mosBHIACh HOBas Yrpo3a: WHTEPHET-MOIICHHWYECTBA WX (DUIIMHT,
rJIaBHAs IIeJIb KOTOPOTO COCTOUT B TMOJYYCHUH KOH(PHUICHIMATHHBIX JTaHHBIX
MOJIb30BaTeNIe - JIOTMHOB W mapoJieid. Ha anrnuiickom s3eike phishing uurtaercs
kak QumuHr (ot fishing - peiOHas n0Bs, password - mapoJp).

OCHOBHBIE COBETHI 110 O0PHOE C PUIIUHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Ecim ThI 1momo3peBaelib, YTO TBOS aHKETa
Obuta  B3JOMaHa, TO HeoOXoauMo  3a0JIOKMpPOBATb €€ U COOOIIMTH
aIMHHUCTPATOPaM pecypca 00 3TOM Kak MOYKHO CKOpee;

2. Wcnonp3yii Oe3oracHble BeO-CailThl, B TOM YHCIJIE€, UHTEPHET-Mara3uHoB U
MOMCKOBBIX CUCTEM;

3. Hcnonw3yii crokHbIE U pa3Hble nmapoiu. Takum 00pazom, eciu Te0s



B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH MOJy4aT AOCTYI TOJBKO K OJHOMY TBOEMY
npoQuIIIo B CETH, a HE KO BCEM;

4. Ecnu Tebst B3IOMald, TO HEOOXOIMMO MPENyNpPEeIUuTh BCEX CBOUX
3HAKOMBIX, KOTOPbIE JOOABIEHBI Y T€OS B IPy3bsiX, O TOM, UYTO TeOs B3IOMAIH H,
BO3MOXKHO, OT TBOETO MMEHH OY/ET pacChlIaThCs CIIaM U CCHUIKH Ha (DUIITMHTOBBIC
CaWTHhI;

5. YcranoBu HagexHbii naposib (PIN) Ha MoOUIbHBIN TenedoH;
6. OTKIIIOYM COXpaHEeHHE apoJsi B Opaysepe;

7. He otkpseiBaii ¢aiiyibl U JIpyrue BIOKEHHS B MUCHbMaxX, JaXe €CIU OHH
OPUIIUIA OT TBOMX JApy3el. Jlydille yTOYHM y HHMX, OTIPABISUIM JU OHU TeOe ITH
(haitbl.

udposas penyranus

[Mudposast penyTanus - 3TO HEraTUBHAS UM MO3UTUBHASI HHPOPMAIIHS B CETH
o tebe. Kommpomerupytromas undopmanus, pasMenieHHass B UHTEPHETE, MOXKET
Cepbe3HBIM 00pa3oM OTpa3uThCcs Ha TBoeW peanbHOW ku3HU. "Lludposas
pemyTanus" - 3T0 TBOW UMUK, KOTOPBIN Qopmupyetcs: u3 uHpopmamuu o Tede B
UHTEpHETE.

TBoe mecTo KHUTCIBbCTBA, y‘{C6LI, TBOC q)HHaHCOBOC ITOJIOKCHUCEC, 0COOCHHOCTH
XapakKTepa U pacCKa3bl O OJIM3KHUX - BCE ATO HAKAILJIMBACTCS B CETH.

MHorre TOAPOCTKH JIETKOMBICICHHO OTHOCSTCS K IyOJHMKAIUd JTUIHOU
uHpopmanuu B MHTEepHETE, HE MOHMMAas BO3MOXKHBIX MOCienCTBUM. Thl naxke He
CMOJKeEIllb JI0raiaTbcsl O TOM, 4To QoTorpadus, pa3MenieHHas S5 JeT Ha3aj, cTaia
NPUYMHON OTKAa3a MPUHATH T€0s HA paldoTy.

Kommenrtapuu, pazmemienue TBoux Qortorpaduii u Apyrue NeMcTBUS MOTYT
HE MCYE3HYTh JlaXKe MOCIIe TOTr0, KaK Thl UX YAalullb. Thl HE 3HACIIb, KTO COXPAHUII
3Ty HH(OPMALIUIO, TIOTANa JI1 OHA B MIOMCKOBBIE CUCTEMBI U COXpaHHUJIACh JIU OHA, a
TJIaBHOE: YTO MOAYMAIOT O TeOe OKpYXAlOIIUe JIOAU, KOTOPble HAWAYT U YBUISAT
3T0. Halitn mHpopManuio MHOTO JIET CIYCTS CMOXET JII000M - Kak U3 JOOpPBIX
no0yX/IeHUH, TaK U C HAMEPEHUEM MTPUYUHHUTD Bpell. DTO MOXKET ObITh KTO YTOHO.

OCHOBHBIE COBETHI O 3alIUTE HUPPOBOM pemyTallUu:

1. [Monymaii, mpexxae 4yem 4To-To MyOIMKOBAaTh U MepeaaBaTh y cedsi B O6yore
WIN B COLUATIHON CETH;

2. B HacTpoiikax npoduiis yCTaHOBU OTPaHUYEHUS HA IPOCMOTP TBOETO



CeteBUUOK.p( - TBO IIIaBHBIN COBETUUK B CETH. 37€Ch Thl MOXKEIIHh Y3HATH O
0€30MacHOCTH B CETU MOHSATHBIM U JIOCTYIHBIM A3bIKOM, a IPU BOZHUKHOBEHUU
KPUTHUYECKON CUTYaIIMU OOPATUTHCS 32 COBETOM. A TaK)Ke MPUHATH Y4aCcTHE B
KOHKYpCaXx M CTaTh CaMbIM IIU(POBBIM IPakIaHUHOM!

npoduIs ¥ ero COASPAKUMOTro, cliesiail ero ToJabKo "1 Apy3eit”;

3. He pasmemaii u He yka3bpiBail MH(pOpPMAIMIO, KOTOpas MOXET KOTo-JIn0o
OCKOPOJISTH WA OOMKATh.

ABTOpCKOE NIPaBo

CoBpeMeHHbIE  NIKOJIBHUKM - aKTHBHBIE MOJb30BaTeNd  LU(pPOBOTO
npoctpaHcTBa. OJHAaKO Jalieko HE BCE 3HAIOT, YTO TMOJb30BAHHUE MHOTHMHU
BO3MOXHOCTSIMM  IIMGpoBOro  Mupa TpeOyer  coOoJieHHs TMpaB  Ha
MHTEIJICKTYyalbHYI0 COOCTBEHHOCTb.

TepMun "uHTeNIEKTyadbHasi COOCTBEHHOCThH"' OTHOCHUTCA K pPa3iHMYHbIM
TBOPEHHUSM YEJIOBEYECKOTO0 yMa, HAYMHAas C HOBBIX M300pPETEHHUN U 3HAKOB,
0003HaYAIOMNUX COOCTBEHHOCTh Ha MPOAYKTHI M YCIYTH, U 3aKaH4YMBas KHUTAMH,
¢dororpadusamMu, KHHOPHUIBMAMU U MY3bIKAJIbHBIMH MPOU3BEACHHUSIMH.

ABTOpCKHME TpaBa - 3TO MpaBa HA HMHTEUIEKTYaJIbHYIO COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JINTEPATypbl U UCKYCCTBA. ABTOPCKHE IIpaBa BBICTYNAIOT B
KayecTBE TapaHTHM TOTO, YTO HWHTEJUIEKTYalbHBINH/TBOPUECKUN TpyZ aBTOpa HE
Oyaer HampacHbIM, JacT €My CIpaBeJIMBblE BO3MOXHOCTH 3apaboTaTh Ha
pe3ysipTaTax CBOEro TpyJAa, MOJYyYUTh HM3BECTHOCTh M mpu3HaHue. Huxrto 06e3
paspemieHuss  aBTOpa HE  MOXET  BOCIPOM3BOJUTH  €ro  IPOU3BEICHHUE,
pacnpoCTpaHsATh, MyOJUYHO JIEMOHCTPUPOBATh, IPOJABaTh, WMIIOPTUPOBATS,
NycKaTh B MPOKAT, MyOJIMYHO HCHOJHATH, MOKAa3bIBAaTH/HUCIONHIATh B 3upe uiu
pasmemats B MHTEpHETE.

Hcnonp3oBanue "MUpaTcKOro" mporpaMMHOr0 0O0ecreueHus] MOKET MPUBECTH
K MHOTHM PHCKaM: OT TOTE€PH JAAHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKH TBOETO
YCTPOMCTBA, TAE€ YCTAHOBJEHA HeNeranbHas nporpamMma. He croutr Ttakxke
3a0bpIBaTh, YTO CYILECTBYIOT JIETalbHbIE M O€CIIaTHBIE MPOrPaMMbI, KOTOpBIE
MOYKHO HalTH B CETH.

O noprane

CeteBUUOK.p( - TBOU IIIaBHBIN COBETUUK B CETH. 37€Ch ThI MOXKEIIHh Y3HATH O
0€30MacHOCTH B CETU MOHSATHBIM U JIOCTYIHBIM A3bIKOM, a IPU BOZHUKHOBEHUU
KPUTHUYECKOM CUTYalMN OOpPATUTHCS 32 COBETOM. A TaK)Ke MPUHATH Y4aCTHE B
KOHKYpCaXx U CTaTh CaMbIM IIU(POBBIM IPakIaHUHOM!



